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CONTRACT DATA REQUIREMENTS LIST (CDRL) Form Approved 
(1 Data item) OMB No. 0704-0188 
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DATA ITEM DESCRIPTION 

Tltloo VENDOR INTEGRITY STATEMENT (VIS) FOR SOFTWARE 
Number: OT-15-20010 Approval Date: 20150204 
AMSC Number: N/A Limitation: N61340-15-R-0054 
DTIC Applicable: N/A GIDEP Applicable: No 
Office of Primary Responsibility: AS/PMA205 
Applicable Forms: N/ A 

Use/relationship: 

The Vendor Integrity Statement for software shall be used to ensure contractor-developed 
software is certified to be free of malicious code. A written and signed certification assures that 
each contractor-developed software item delivered to the Government has been examined 
according to National Industrial Security Program Operating Manual (NISPOM) 

This DID contains the fonnat. content. and intended use infonnation for the data product 
resulting from the work task described in the contract SOW. This DID is for one-time use for 
solicitation N61340-15-R-0054. 

Requirements: 

I. Reference documents: National industrial Security Program Operating Manual (NISPOM), 
paragraph 8.20 I, and 8.302. The applicable issue of the documents cited herein, including their 
approval dates and dates of any applicable amendments, notices. and revisions, shall be as 
.specified in the contract. 

I .I National industrial Security Program Operating Manual (NJSPOM), paragraph 8.201, and 
8.302. 

2. Format: Contractor format acceptable and shall contain the information as presented in 
Figure I example. 

3. Content: The results of the examinations must indicate that the software has no clements that 
might be detrimental to the secure operation of the resource operating system. Elements 
detrimental to the secure operation include: 

3.1 Malicious code. 

3.2 Trojans. worms. logic.bombs. and other computer viruses. 

3.3 Backdoors. 

3.4 Buffer overflows or memory leakage. 

3.5 Ad-ware. Spy-ware. or web bugs that have the ability to track user behavior. 



3.6 Code that penn its functions that are beyond the actual publicized intent of application capability. 

3.7 Software that will not function properly with the operating system configured securely. 

Figure I. Example 

TO: NAWCTSD 

RE: Vendor Integrity Statement for Software for Device XXXXX, under Contract XXXXXXXX 

I certify that for xxxx software (list all developed and public domain software items or attached a 
list). version xx, there are no elements that might be detrimental to the secure operation of the 
resource operating system. The software runs with the operating system configured according to 
NJSPOM paragraph 8.201. Certification Process. 

Signed 

Company Representative 

End ofOT-15-20010 
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DATA ITEM DESCRIPTION 

Tide: Requirements TraceabilityNerification Matrix 

Number. OT -I 5-20005 
AMSC Number: N/A 
DTIC Applicable: N/A 
Offiao otPrlmary Responsibility: ASIPMA205· 

Applicable Forms: None 

Use/relationship: 

Appro .. ! Dat.: 20141216 
Llmibldoa: N61340-15-R-0054 
GIDEP Applicable: N/A 

The Requirements TraceabilityNerification Matrix (RTVM) is a product ofSystem Requireul.en~ Analysis process which transfonns contract requirements into a set ofmeasureable and testable system requirements that specifY characteristics of the system. The decomposed and derived requirements are documented in the RTVM. The RTVM includes rtfermccs to demonstrate traceability between the requirements, allocated design baseline, implementation configuration items. and test proc:edu~. The RTVM is used by the Government to verify requirements are prOperly decomposed and derived, allocated, and tested. 

The DID contains the fonnat. content. and intended use infonnation for the data deliverable resulting from work task. This on~time DID is for use only on the single solicitation N61340-15-R..()054. 
Requirements: 

I. Format. Contractor's fonnat is acceptable. 

2. Content The RTVM shall provide traceability between the following events: 

a. Statement of Work (SOW) 

b. Specification; System Requirements Review(SRR) 

c. System Functional Review (SFR) 

d. Preliminary Design Review (PDR) 

e. Critical Design Review (CDR) presentations; 

f. Test Procedure (TP) 

g. Design Documentation (e.g., Software Version Desaiption (SVD) 

h. Software Product Specification (SPS) 

End ofOT·lS·20005 
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THIS DOCUMENT SHALL BE REFERRED TO COMMANDING OFFICER, NAVAL AIR 
SYSTEMS COMMAND (PMA205). 47123 BUSE ROAD. PATUXENT RIVER. MD 20670. 

3. BLK 12: FIRST SUBMISSION SHALL BE DUE 15 DAYS PRIOR TO PHASE I CDR. 
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